
Albuquerque | Boise | Denver | Las Vegas | Los Angeles | Los Cabos | Orange County
Phoenix | Portland | Reno | Salt Lake City | San Diego | Seattle | Tucson | Washington, D.C. 11Albuquerque | Boise | Denver | Las Vegas | Los Angeles | Los Cabos | Orange County | Phoenix | Portland | Reno | Salt Lake City | San Diego | Seattle | Tucson | Washington, D.C.

March 17, 2021
Aloke Chakravarty

Denver Emerging 
Business Seminar: 
Data Privacy and 

Cybersecurity 
Considerations

swlaw.com
Albuquerque | Boise | Denver | Las Vegas | Los Angeles | Los Cabos | Orange County
Phoenix | Portland | Reno | Salt Lake City | San Diego | Seattle | Tucson | Washington, D.C.



The Emerging Business Seminar Series

• Focused on entrepreneurs and emerging growth companies
• Hands-on, how-to programs offering timely and practical tips
• Designed to help take the entrepreneur from company 

formation to liquidity
• Held monthly on the third Wednesday – stay tuned for 

information on upcoming seminars



• Aloke Chakravarty, Partner
• Co-chair of Snell & Wilmer's Investigations, 

Government Enforcement and White Collar 
Protection

• Focuses on cybersecurity, data protection and 
privacy

• Twenty years of experience as a state, federal 
and international investigator, prosecutor and 
trial lawyer

Aloke Chakravarty
Partner, Snell & Wilmer

achakravarty@swlaw.com
303.634.2121
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Courtesy Quadratics





• Phishing (examples courtesy Phishing.org)
• Credential harvesting
• Business email compromise
• Ransomware package deployment

Sample Threat Vectors









• Pandemic has served as catalyst for hacking increases in 2020
• Weekly COVID-19 related phishing attacks grew from 5,000 in February to 

more than 200,000 in late April
• World Health Organization experienced a 500 percent increase in attacks
• Since January, over 4,300 domains related to coronavirus-related stimulus or 

relief packages have been registered globally
• FBI’s Internet Crime Complaint Center reported a 400 percent increase in 

online crimes reported since pandemic began
• Other notable trends

• Mobile exploits diversify
• Cloud exposure

COVID-19 – Increase in Cyberattacks

Source: SC Media, FBI



• Knowledge: must be able to learn what personal information is being 
collected, how it is being collected and used, and whether and to 
whom it is being disclosed or sold 

• Sale of Data: must be easy to opt out of having personal information 
“sold” (broad definition) to a third party and must be opt-in for under 
16 consumers before sale

• Data Removal: may request deletion of personal information and 
must be informed of this right
• Exception if data needed to complete a transaction

• Service Equality: cannot discriminate against consumers who 
exercise their privacy rights

• Private and Public: causes of action and fines

California Consumer Privacy Act (CCPA) Main Features



• Passed in November 2020 (by initiative) and set to go into effect 
January 1, 2023

• Amends the California Consumer Privacy Act of 2018 (CCPA)
• Expands the CCPA’s scope and introduces additional privacy 

protections for California consumers 
• Exception for employees and business-to-business extended until 

January 1, 2023

California Privacy Rights Act of 2020 (CPRA)



CPRA Amendments to CCPA
• Includes new definitions (i.e. contractors), categories of sharing (cross-context 

behavioral advertising within organization and externally), Sensitive Personal 
Info

• Includes expanded individual rights, including access to information, correcting 
information and opting out of certain data-sharing arrangements

• Has records minimization requirements – keep only as long as necessary
• Requires agreements to be in place for data sharing
• Regulations likely by 2022; New enforcement agency and expanded private 

basis for lawsuits
• Consider the following: Data Categorization 

• Strengthen records retention policies
• Develop strategy for third-party independent contractors 
• Update contracts, websites and privacy policies



New Terms

Cross-context behavioral advertising:
“[T]he targeting of advertising to a consumer based on 
the consumer’s personal information obtained from 
the consumer’s activity across businesses, distinctly-
branded websites, applications, or services, other than 
the business, distinctly-branded website, application, 
or service with which the consumer intentionally 
interacts.”



Sensitive Personal Information (“SPI”)
• Lists various categories of information, including (but not limited to):
• SSN, state ID, DL number, passport number
• financial account or debit/credit card information + a 

code/password that would allow access to an account
• racial or ethnic origin
• contents of consumer’s mail, email, or text messages
• genetic data

New Terms



New & Expanded Rights

Right to Correct Inaccurate Information
• Consumer may request a business correct inaccurate personal 

information it maintains about the consumer
• Business must disclose the consumer’s right to request 

correction of inaccurate PI
• Upon receipt of a verifiable consumer request to correct 

inaccurate PI, business must use “commercially reasonable 
efforts” to correct it, as directed by consumer



New & Expanded Rights
Right to Know What PI Is Shared, and With Whom It Is Shared
• Consumer may request the business disclose to the consumer 

the categories of PI collected and shared, and the categories of 
third parties with whom it was shared

Note: this addition supplements the pre-existing right to know regarding 
a businesses’ sale of information already in the CCPA

• Increases look-back period for right-to-know past 12 months
• Unless doing so is “impossible or would involve a disproportionate 

effort”
• Only applicable to PI collected on/after Jan. 1, 2022



New & Expanded Rights
Right to Opt-Out of Sharing PI
• Consumer may, at any time, direct the business not to share the 

consumer’s PI
• Business must provide notice to consumers that information 

may be shared, and that consumer has right to opt-out of the 
sharing

Note: this supplements the pre-existing right to opt-out of the 
sale of information already in the CCPA



New & Expanded Rights
Right to Delete
• Business must notify contractors and third parties to delete 

the consumer’s information, unless “impossible or involves 
disproportionate effort”
• Before, only had to notify service providers

• Need not comply with request if not “reasonably” necessary 
for the business to accomplish certain tasks, including to:
• Help ensure “security and integrity” 
• Fulfill the terms of a written warranty or product recall in accord with 

federal law



New Limitations & Obligations for Businesses

• May only retain collected PI as long as “reasonably necessary” 
to achieve its disclosed purpose

• May only use, retain, and share PI as “reasonably necessary 
and proportionate” to achieve the purpose for which it was 
collected
• May not further process PI in a way incompatible with disclosed 

purposes



New Limitations & Obligations for Businesses

Must implement reasonable security procedures & 
practices “appropriate to the nature of” PI collected, to 
protect from: 

• Unauthorized/illegal access
• Destruction
• Use
• Modification
• Disclosure



New Relationship Structures

“A business that collects a consumer’s PI and that 
…shares it with, a third party or that discloses it to 
a service provider or contractor for a business 
purpose shall enter into an agreement with such 
third party, service provider, or contractor,” that 
meets certain requirements. 



Private Right of Action—Expanded 

• Now also applies to unauthorized access and exfiltration, theft, 
or disclosure of an email address + password/security 
questions that would allow access to account

• 30-days’ written notice and cure period still applies, but clarifies 
that “[t]he implementation and maintenance of reasonable 
security procedures . . . following a breach” does not cure. 



Colorado Data Privacy Requirements
• There are three primary components to Colorado’s data security 

laws (C.R.S. § 6-1-713 et seq.).
• Colorado requires certain persons and entities that maintain 

personal identifying information (PII) in paper or electronic form 
to establish written policies governing the disposal of PII.

• Colorado law requires certain persons and entities to take 
reasonable steps to protect PII.

• The law requires notification of security breaches affecting 
personal information (PI), which includes detailed notice to 
Colorado residents and, in certain circumstances, notice to the 
Attorney General.



• Modeled on California privacy framework
• Opt out of certain information sharing
• Data subject access/deletion rights
• Risk assessment requirement
• Jurisdictional thresholds
• Enforcement mechanism

Colorado Proposed Data Privacy Legislation



• Data mapping
• Vendor management
• Transparency
• Cybersecurity testing/auditing
• Clear internal governance structure
• Culture of cybersecurity and data privacy

Data Privacy Best Practices



Data Breach Response

A covered entity that maintains, owns, or licenses computerized data that includes 
personal information about a resident of Colorado shall, when it becomes aware 
that a security breach may have occurred, conduct in good faith a prompt 
investigation to determine the likelihood that personal information has been or will 
be misused.
C.R.S. § 6-1-713 (2)(a)



• Breach notification requirements
• Third party liability
• Regulatory liability
• First party liability
• Class action exposure
• Insurance
• Vendor management
• Law enforcement notification
• Reactive steps toward threat actors

Data Breach Considerations



• After a cyber incident occurs, traditionally first reach out is to outside counsel
• Outside counsel will retain, on behalf of company, necessary vendors to 

investigate cyber incident
• Forensic investigator
• Breach notification provider
• Credit monitoring provider

• Because outside counsel hires the vendors, and not the company, vendor work 
product is typically protected under attorney-client privilege

Establishing the Attorney-Client Privilege



Duty to Notify
• Notice to Colorado residents must include the following:
• The date, estimated date, or estimated date range of the security breach;
• A description of the personal information that was acquired as part of the 

security breach (or that is reasonably believed to have been acquired);
• Information that a resident can use to contact you to inquire about the security 

breach;
• A statement that the resident can obtain information from the Federal Trade 

Commission (FTC) and the credit reporting agencies about fraud alerts and 
security freezes;

• The toll-free numbers, addresses, and websites for consumer reporting 
agencies;

• The toll-free number, address, and website for the FTC. 



Colorado Attorney General Notification

If notice is required to the Attorney General, provide the following in your notice to 
the Attorney General:

• The name of your organization and a primary contact who can be reached 
for further information;

• The date you learned there may have been a security breach;
• The date you determined that a security breach occurred;
• The date that you provided notice to impacted Colorado residents;
• The number of Colorado residents impacted by the breach;
• Total number of individuals impacted by the breach; and
• A copy of the notice you provided to Colorado residents.



Priority Compliance Milestones to Consider
• Update the privacy policy on the website
• Establish a method for providing notice at collection of PI
• Provide a way for consumers to submit requests
• Develop a process for verifying and responding to consumer requests
• Train relevant personnel
• Implement reasonable security procedures and practices
• Review third-party contracts. Implement data protection language that prohibits 

vendors from selling that PI, require them to delete PI at the firm’s request, obligate 
them to implement reasonable security measures to protect the PI, and otherwise 
cooperate with the firm’s data privacy compliance.

• Firms that are considered service providers or third parties should review their 
obligations and prepare a compliance plan

• Employee notice



Protective Measures to Consider

• Create culture of compliance
• Risk-based prioritization and assessment
• Investment of resources – data mapping and cybersecurity
• Implement Compliance Program

• Policies – internal facing – Infosec, DSARs
• Authority and Responsibility – gravitas and influence
• Training – anyone involved in handling PI
• Communication – constructive feedback
• Monitoring and Response – act on it
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© 2021 Snell & Wilmer L.L.P. All rights reserved. The purpose of
this presentation is to provide information on current topics of
general interest and nothing herein shall be construed to create,
offer, or memorialize the existence of an attorney-client
relationship. The content should not be considered legal advice
or opinion, because it may not apply to the specific facts of a
particular matter. As guidance in areas is constantly changing
and evolving, you should consider checking for updated
guidance, or consult with legal counsel, before making any
decisions. The material in this presentation may not be
reproduced, distributed, transmitted, cached or otherwise used,
except with the express written consent of Snell & Wilmer.

Thank You

Aloke S. Chakravarty, Partner, 
Cybersecurity, Data Protection and Privacy

Co-Chair, White Collar Defense & Investigations
303.634.2121 | achakravarty@swlaw.com



• April 21, 2021 at 10 am MDT

• Key Corporate and Tax Issues 
Every Startup Should Consider 
at Formation

Bill Kastin
Partner, Snell & Wilmer

Tax Practice Group
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